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ATMECS Enterprise Overview
Aspire Think Manage Engage Create Succeed
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Passionate Minds, is who we are. A smart, nimble team with complementary capabilities - FB DATADOG

Leadership who Aspire and reach out to the future, Thinkers who question the status quo,

aws

team with abilities to Manage projects effectively, Engaging and focusing on client, Creating PARTNER o _

value through innovation and ultimately helping clients Succeed. We are ATMECS Global \\«\_‘ ‘ CITRIX
~ ! °




Our IT Services

Develop Automate Sustain Innovate

ATMECS GLOBAL

Passionate Minds™

ATMECS Enterprise Overview
Engineering Services
Product Engineering A.0D
Product Design, Develogpment & Cloud Readiness & Migration

Maintenance

*  Integrated Product Engineering
* Integration with Legacy Systers

*  Product Reengineering

(llallty Engineering
Automretion Engineering
*  Performance Ehgineering

*  Manual Testing for Automation

Enablement
. AP Automation

¥ niTsuBisSHI

4 . ELECTRIC

Rraamapaes For e Betrer

Cloud Automation
Site Reliability
Security, Risk & Compliance

Managed Services

AIMECS Infrastructure Service
division manages mission
APP TFORM critical IT environment for
H‘A some of the largest and nost
Web | Middleware | ; rd looki it
Database LI Tferzabatlens
SRMCEDEK @

End User Support | BYOD
Intelligent Automated Service
Desk

Aspire Think Manage Engage Create Succeed

DATACENTER

Managed Hosting |
Dedicated Colocation
Shared Colocation

&

INFRA PLATFORM

Storage & Server
Network Security

(%)

NOC OPERATIONS

24x7 Proactive Monitoring
Preventive Maintenance
IT Health Check

Trusted advisor and partner far managing and
transformring large and conrplex environments
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Next Gen Services

Dgtal
Augrented, irtual and Mixed
Reality
*  Bockchainand Gryptocurrency
*  Robatic Process Autormation
*  Intermet of Things

Enterprise Analytics

*  Advisory Consuiting
Data Engineering

*  Buginessintelligence

+  DataSdence

Nbblle Conputing
Hybrid Mobile Application
Development

+  Mdbile Conrpatible Responsive
Web Portals

*  Enterprise Mobile Device
Management

*  MobileWehTest Autorration
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ATMECS GLOBAL

Cyber Security in Software Development

* Pen testing * Incident root causes or

* Compliance validation FMEA analysis
(PCI, etc.) + New attack surface? i
: + Restore/maintain
* Fuzzing Plan to update threat model :
service for non-attack
« Common abuse cases usage

Te Stabilize
+ Break the build code analysis o % . RASP auto respond
M, Roll-back or toggle off

Block attacker
Shut down services

19

« Static/IAST analysis
« Abuse case tests

+ Code review
* Intrusion detection

ks App attack detection

* Threat modeling =

Security backlog items " ' - » Log information for
+ Analyze/Predict > If we do X will it + Configuration validation after-incident analysis

Security backlog items mitigate Y? + Feature toggles/Traffic
+ Capacity shaping configuration
forecasting
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Security First Paradigm

ATMECS GLOBAL

Passionate Minds™

Security Information and Event Management

B SIEM (CPE or Managed )

* Log collection from on premise/cloud assets
» Custom Use-case development on multitenant

SIEM
» External Threat Intelligence
* 0On-going care and feed of SIEM

a

- Managed Services

Network Security
* Vulnerability Management
» End-Point Security
» Security Advisory and Consulting Services

> - 24 x 7 Monitoring

Alert Monitoring
« Investigation of suspected events
« Alerting on true positives
System forensic

Log Source

Runbook/SOP

E/‘

SOC Analysis

- Incident Response

Threat Response Advisory
* Incident containment support
* Incidence eradication
» Recovery support

a
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Passionate Minds™

ATMECS Offers - Strong Data Foundation with the Globally-
approved DAMA-DMBOK Model

At ATMECS, we use the DAMA-DMBOK (Data Management Book of Knowledge) model to design effective data strategies and programs for data
management, optimization, and analysis. With this framework, we can optimize all these areas and make your data a key asset that supports your

organizational goals:

I=E A K. =
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Data Modeling and Design Data Storage and Data Security Data Integration and Document and Content
Operations Interoperability Management
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Reference and Master Data Data Warehousing and Metadata Data Quality Data Architechurec

Business Intelligence




ATMECS Tailored solutions for your unique security needs

BANKING, FINANCIAL m%
SERVICES & INSURANCE ..U

We collaborate with financial service
providers to keep their customers’ financial
data safe. We support clients in Banking,
Insurance, Credit Unions, FinTech, Investment
Management, Private Wealth Management,
Private Equity and other financial services
sectors. We have a team of regulatory
compliance management experts, who help
mitigate cybersecurity risks at reduced costs
while accelerating digital transformation.
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CONSUMER PRODUCTS, '/ /

RETAIL & MANUFACTURING

We protect our Retail and Manufacturing
clients to secure customer data and
intellectual property while limiting disruption
to operations. Our extensive knowledge
enables us to address security and compliance
challenges such as Ransomware, loT/IloT,
smart devices security and supply chain risks.

TECHNOLOGY, MEDIA &

COMMERCIAL SERVICES

We partner with Technology, Media &
Commercial Service providers to quickly
drive to market while securing digital
technologies. Our security solutions
empower our clients to create and
deliver innovative products while
collecting, storing and using data to
gain customer insights in a secure
fashion.SS

HEALTHCARE & LIFE @YD
SCIENCES

We enable Healthcare Providers and Life
Sciences clients to enhance their patients
and citizens’ care. Our experience in
managing  cybersecurity  risk  and
compliance (HIPAA, HITRUST) across
diverse, interconnected health systems
enables us to protect PHI, EHR systems
and confidential clinical data from
modern cyberthreats and ransomware.

S ATMECS GLOBAL

Passionate Minds™

O
ENERGY & RESOURCES ﬁ

We assist Energy and Utility companies in
defending their critical infrastructure against
sophisticated cyber-attacks. Our clients are
in Oil & Gas, Power Utilities, Renewable
energy and other energy sectors. We
empower their security to become more
resilient against threats such as
Ransomware, OT/loT security and supply
chain risks.

PUBLIC SECTOR & HIGHER
EDUCATION

We aid Public Sector organizations and
Educational institutions in protecting
citizens’ and students’ data. Our experts
secure critical infrastructure by aligning it
with applicable frameworks and regulatory
requirements (FISMA, FedRAMP, NIST CSF,
CMMC among others) to match
cybersecurity and risk management needs.



Information Security and Compliance ATMECS SLOBAL
@ ATMECS

Qé\t-
ATMECS Control :
Environment L:’ HIPAA
‘I COMPLIANT
l Regulatory Business Impact Privacy Impact Transfer Impact
mas:agzmzi:?nce Compliance Assessment Assessment Assessment
Proiect/E t Senior Management Project Governance
rojl\jlt;nang:'lg:nTen Oversight on
9 project Performance, Risk and Compliance
Governance Risk and Information Security Compliance Internal Software Engineering Risk
Compliance Management Management Audit Practices Management




Digital Technologies

Cloud Services

Cloud Enablement | Cloud Platforms
Native Cloud Aps | API layer
Security Assessment

Migration & Transformation

Sensors / Chips

Self powering | Customizable Sensors
Selection | Analysis | Interface

Edge Gateway e

End to End data processing solutions
High Speed design - Real Time Data
Inbuilt Analytics Algorithms

—
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ATMECS GLOBAL

Passionate Minds™

Big Data Analytics
Data Mining
Descriptive Analytics
Data Visualization & Reporting

Machine Learning /Al

Algorithms & Modelling
Condition Based Maintenance

Simulation e H

Robotic Simulation

Digital Technologies

Virtual Simulation %

Digital Twin ~DNic @
N e !logo %

Enterprise Connectivity LD

SAP E

Oracle ==

Database Connectors

Mobile, Web Apps

Ready to use applications for real time dat
ingestion, aggregation, integrations
Device slide APIs, standard APls, custom
APIs for easy access

loT Platforms
PaaS / SaaS platform

Robotics
Design
Training
PLM
Consulting and Implementation
EAD Services

Cyber Security
Cloud Level
Application level
Device Level

Augmented Reality Apps

Service & Field Support Solutions
Context aware help for service teams
Interactive User Guides

Digital Marketing Solutions
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Let's Partner
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